NHOOPMALIMOHHAA ITAMATKA

I OBYUYAIOINUXCSA JJISA PASMEHIEHUSA
HA O®OUIUNAJIBHBIX UTHTEPHET-PECYPCAX

C KaX1bIM TOZI0M MOJIOJIEKH B HHTEPHETE CTAHOBUTHCS OOJIbILE, a IIKOJIBHUKH OJTHU U3 CAMBIX
aKTUBHBIX ITOJIb30BaTeneil Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA BO3MOYKHOCTEH,
MHTEPHET HECET U MpoOIeMbl. DTa MaMsTKa JOHKHA TOMOUYb TeOe 0€30MacHO HaXOAUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMIbIOTEpHBIN BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX IPOrPaMM, OTIUYHATEIbHON
0COOEHHOCTBIO KOTOPOH SIBJSIETCS CIIOCOOHOCTH K pa3MHOXKEHHIO. B JI0MoTHEHNE K 3TOMY, BUPYCHI
MOTYT MOBPEIUTH UIIHU MOJTHOCTHIO YHUUTOKUTH BCE (hailiibl U JaHHBIE, IIOAKOHTPOJIbHBIC
MOJIb30BATENI0, OT UMEHH KOTOPOTO OblIa 3amMyllleHa 3apaKeHHas MPOorpaMMa, a TaKkke OBPEIUTh UITH
Ja’ke YHUUTOXKHUTH OTIEPAllMOHHYIO CUCTEMY CO BceMH (haiiimaMu B 11eJioM. B OonbIIMHCTBE ci1ydaeB
pacnpoCTpPaHsAIOTCA BUPYCHl UEPE3 UHTEPHET.

MeTOJI])I 3alMUTBI OT BPE€AOHOCHBIX IIpOorpamMmm:

1. Mcnonb3yi COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPHE3HBII YPOBEHD 3aLIUTHI OT
BPEIOHOCHBIX IIPOrPAMM;

2. [locTosHHO ycTaHaBNMBai MauyTH (U(PPOBBIE 3aIIATKH, KOTOPBIE aBTOMATUYECKH YCTAaHABINBAIOTCS
C IENBI0 JOPAOOTKH MPOTPaMMBbI) U APYrrue OOHOBIICHHUS CBOCH OonepannoHHON cuctembl. CkauynuBai ux
TOJIBKO ¢ oummansHOro caita paspadoryrka OC. Ecnu cymecTByeT peKuM aBTOMaTHIECKOTO
OOHOBJIEHH S, BKJIIOYH €T0;

3. Pabotaii Ha cBOEM KOMIIBIOTEPE IO/ TIPaBaMH TOJIb30BATEINS, a HEe aJMUHUCTpaTOpa. ITO HE
IIO3BOJIUT 6OJII>H_II/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCS HA TBOCM IIEPCOHATIBHOM
KOMITBIOTEPE;

4. Vcnionp3yil aHTUBUPYCHBIEC MPOTPAMMHBIE TPOAYKTHI U3BECTHBIX MTPOU3BOIUTEINEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp GU3HYECKUI JOCTYN K KOMITBIOTEPY JUTsl TOCTOPOHHMX JIHII;

6. Ucnonp3yit BHENTHUE HOCUTENH HH(POPMAIINH, TaKUe KakK (uielika, TMCK win (aisr u3 MHTepHeTa,
TOJIBKO U3 MMPOBCPCHHLIX HCTOYHUKOB;

7. He oTKpbIBaii KOMIBIOTEPHBIE (PaliIb, MOTyUYCHHBIC U3 HEHAIECKHBIX HCTOYHUKOB. J{axke Te (hailnsbl,
KOTOPBIE TIPUCIIATT TBOK 3HAKOMBIN. JIydIlie yTOUHH Y HEro, OTIPABIISII JIU OH Te0e uX.

Cerun WI-FI

Wi-Fi - 510 He B IIepeayn JaHHBIX, HE TEXHOJOTHSI, a BCEro JIUIIbL Opena, Mapka. Emie B 1991 roay
HUJIepJIaHIcKast KoMItaHus 3apeructpupoBaiia opera "WECA", uto 0603Ha4ano ci1oBocoYeTaHUE
"Wireless Fidelity", koTopslii mepeBoanuTcs Kak "GecrpoBoiHAs TOYHOCTH".

Jlo Haiero BpeMeHu JoIIa apyras abopeBuaTypa, KOTopas sSBJISIETCS TAKOU K€ TEXHOJIOTHEeH. DTo
abbpesuarypa "Wi-Fi". Takoe Ha3zBanue ObUIO JaHO C HAMEKOM Ha CTaHJIAPT BBICIICH 3BYKOBOMH
texHuku Hi-Fi, uro B mepeBose o3Hauaer "BbICOKAst TOUHOCTH .



Ja, 6ecruiaTHBI HHTEPHET-IOCTYT B Kade, OTEeNAX U adpOoIopTax SABISIETCS OTIIMYHON BO3MOXKHOCTBIO
BBIX0J1a B MHTEpHET. HO MHOTHE KCIepThl cunTaroT, uto obmenoctymabie Wi-Fi ceTu He sBistoTes
0€e30IMaCHBIMH.

CoBeTbl 110 6€30MaCHOCTH PaGoThI B 001e0CTYNHBIX ceTsax Wi-fi:

1. He nmepenasaii cBoro nuuHyro uHdopmarmio yepes oomenoctynusie Wi-Fi cetu. Paboras B HuX,
JKCJIATCIIbHO HC BBOJAUTD IMAPOJIA JOCTYIIA, JIOTUHBI 1 KAKHUC-TO HOMCPA,

2. Wcionb3yit 1 0OHOBIISAN aHTUBHUPYCHBIE IPOrpaMMBbl U Opanamayep. TeM caMbIM Thl 00€301acHIlb
ce0s OT 3aKa4yKH BUpYca Ha TBOE YCTPOICTBO;

3. [Ipu ucnonp3oBanuu Wi-Fi otkmoun ¢pyaknuro "OOmmit qoctyn K daitiam u npuatepam'. JlanHas
(GYHKIHS 3aKpBITa 0 YMOJTYAaHUIO, OJJHAKO HEKOTOPBIE ITOJIB30BATENIN aKTHBHPYIOT €€ IS yI00CTBa
MCIOJIb30BaHUs B paboTe nin yuede;

4. He ucnonp3yii myonmuunsiit WI-FI 11 nepenaun TMYHBIX JaHHBIX, HAIPUMED AJIS BBIXOJA B
COLIMAJIBHBIC CETU UJIM B JJIEKTPOHHYIO IIOUTY;

5. Ucnonb3yit Tonbko 3amuiienHoe coeaunenue yepe3 HTTPS, a ne HTTP, 1.e. npu Habope BeO-
aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun pyukmnuto "llonkmouenue k Wi-Fi aromatudecku". He monyckait
aBTOMAaTHYECKOT0 OJKIIOUEHUs YCTpoiicTBa K ceTsM Wi-Fi 6e3 TBoero coryacusi.

CouuajbHble CeTH

CoumasnbHble CeTH aKTUBHO BXOJAT B HAIILY )KU3Hb, MHOTHUE JIIOJM Pa0OTaIOT U )KUBYT TaM IOCTOSHHO, a
B Facebook y»ke 3apernctpupoBan MIIIIHAP/ YETIOBEK, YTO SBISETCS OJHON CEIbMOM BCEX KHUTETeH
IUTaHeThl. MHOTHE MOJIb30BaTEIN HE IOHUMAIOT, YTO HH(OpMAIHs, pa3MELIeHHAs MU B COLIUAIBHBIX
CeTsAX, MOKET OBITh HalJIeHa 1 MCII0JIb30BaHa KEM YTrOJHO, B TOM YHCIIE HEe 0053aTeNIbHO ¢ OJaruMu
HaMEpEHUSIMH.

OcHOBHBIE COBETHI 110 0€30MACHOCTH B COLUAIBHBIX CETAX:
1. Orpanuyb criucok apy3eit. Y 1e0s B Ipy3bsiX HE JOJDKHO OBITH CIy4allHBIX M HE3HAKOMBIX JIIOJIEH;

2. 3amuiiai CBOr0 YacTHYIO ku3Hb. He ykasbpiBaii maposn, TenedoHsbl, aapeca, 1aTy TBOCTO POKIACHUS U
APYTYIO JUUHYI0 HH(POpMALNIO. 3TOYMBIIIJICHHUKA MOTYT HCIIOJIb30BaTh JJakKe MHPOPMALIUIO O TOM,
KaK Thbl ¥ TBOU POAUTENH IJIAHUPYETE MPOBECTH KAaHUKYJIBL;

3. 3ammimaii CBOIO peryTaIrio - EP>KU €€ B YUCTOTE U 3a/aBaii cebe BOMpPOC: XOTes OBl ThI, YTOOBI
JpyTHE TOJIb30BATEIHM BUJICIH, YTO ThI 3arpyxaems? [Toxymaid, mpexae 4eM 4To-TO OMmyOJTUKOBATh,
HaIKUCaTh U 3arPYy3UTh;

4. Ecnu Tl TOBOPHUILB C JIIOJbMHU, KOTOPBIX HE 3HACIIIb, HE UCTIOIb3YH CBOE pEAIbHOE UMS U JPYTYIO
JUYHYI0 HH(GOPMAIIUU: UMSI, MECTO JKUTEIbCTBA, MECTO Y4eObl U IPOYEe;

5. N36eraii pazmemenus gororpaduit B UuTepHeTe, rae Thl N300pakeH Ha MECTHOCTH, TI0O KOTOPOH
MOYKHO OTIPENICIIUTh TBOE MECTOIIOJIOKEHHE;

6. Ilpu peructpanuu B COMAIBHOIN ceTH HEOOXOAMMO HCIIONIB30BaTh CIOKHBIE MAPOJIU, COCTOSIINE U3
OyKB U (P U ¢ KOTUIECTBOM 3HAKOB HE MEHEe §;



7. a1t conManabHOM CEeTH, MOUTHI U IPYTUX CalTOB HEOOXOAMMO MCIOIb30BaTh pa3Hble maponau. Toraa
€ciy Te0sl B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH IOJIYYaT AOCTYI TOJIBKO K OTHOMY MECTY, a HE BO BCE

cpasy.
DJIeKTPOHHBbIE 1eHbI'H

DJNEeKTPOHHBIE ACHBIH - 3TO OY€Hb YI0OHBIN crIoco0 MIaTexei, 0HAKO CYIIECTBYIOT MOLICHHUKH,
KOTOPBIE XOTAT IOIYYUTh 3TU ACHBIH.

ONEeKTPOHHBIE ACHBIH MOSIBUJIMCh COBCEM HEIaBHO U MMEHHO M3-3a 3TOI'0 BO MHOTMX T'OCYAAapPCTBAX /10
CHX IIOp HE MPOMKMCAHO NPO HUX B 3aKOHAX.

B Poccum sxe onn QyHKIIMOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TJIE UX Pa3AeiisaioT Ha HECKOJIBKO
BHJIOB - aHOHHUMHBIE U HE aHOHUMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paszperaercs MpOBOIUTH Orepauu 06e3 UASHTH(PUKAIIUY TOJIh30BaTENs, @ B HEAHOHUMHBIX
UICHTH(UKAIUS TIOJIB30BATENS SABISETCS 005S3aTeIHHOM.

Taxoke crnemyer pa3nuyarhb JIEKTPOHHBIE (PHATHBIC IEHBIH (PaBHBI TOCYAPCTBEHHBIM BaJIIOTaM) U
AJICKTPOHHBIC He(pUaTHBIC ACHBIH (HE PaBHBI TOCYIapCTBEHHBIM BAJIIOTaM).

OcHoBHBIE cOBeThI 10 0e30nmacHOoil padoTe ¢ JJIEKTPOHHBIMH J¢HbIAMM:

1. IlpuBsixu K cyeTy MOOUIIBHBIN TenedoH. DTo camblil yIOOHBII U OBICTPBIN CIIOCOO BOCCTAHOBUTH
JO0CTYH K cueTy. [IpuBsi3aHHbIi TeaeOoH MOMOXKET, €Cli 320y 1eIIb CBOM MIATEKHbIM MapoJib WK
3aiJienIb Ha CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Vcnonb3yii ogHOpasoBbie maposu. [locie mepexoaa Ha yCUIIEHHYIO aBTOPU3AIHMIO TeOe yxke He OyaeT
YIpoKaTh OMACHOCTb KPAXKW WJIU MIEPEXBATa IJIATEKHOTO Mapois;

3. BeiGepu cnoxxHbIi napois. [Ipectynnukam OyneT He IpOCTO yrajaaTh CI0XKHbIN naposs. HanexxHsie
MapoJIK - 3TO MAPOJIH, KOTOPhIE COJIEpKAT HE MEHee 8 3HAKOB M BKIIIOYAIOT B ce0sl CTPOUYHBIE U
MPOMHUCHBIE OYKBHI, ITU(GPHI U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAaK JoJi1apa, GyHTa,
BOCKJIMIIATENbHBIN 3HaK u T.1. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE TAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSCIIIb.
JJIeKTPOHHAS MOYTA

DeKTpOHHAs oYTa - 3TO TEXHOJIOTHSI U IIPEIOCTABIISIEMBbIE €10 YCIIYTH IO MEePECHIIKE U MOTYyUCHHUIO
AJICKTPOHHBIX COOOIICHHH, KOTOPBIE PACIIPEACIISIOTCS B KOMITBIOTEPHOM ceTH. OOBIYHO 3JIEKTPOHHBIHN
MOYTOBBIN AUIUK BBITJISAUT CIEIYIOIIMM 00pa3oM: UMS_TOJb30BaTeNss(@umMs_aoMeHa. Takxke Kpome
nepeayn MPOCTOTO TEKCTa, UMEETCSl BO3MOXKHOCTh IePeIaBaTh (Haubl.

OcHOBHBIE COBETHI 10 0e30MacCHO| padoTe ¢ IJIEKTPOHHOM MOYTOM:

1. Hazmo BeIOpaTh mpaBUIILHBIN MOYTOBKIN cepBHC. B HHTEpHETE €CTh OrpOMHBIN BBIOOP OECIIaTHBIX
MMOYTOBBIX CEPBHUCOB, OAHAKO JIYULIC JOBCPATH TCM, KOI'O 3HACIIb U KTO HepBBIfI B peﬁTHHFG;

2. He yka3pIBaii B TMYHOHN MoYTe JIMYHYIO HHpOpMaruio. Hampumep, sydmie BbIOpaTh
"My3bIKaIbHBIN (haHaT@" nnu "pok2013" BMecTo "Temal3";

3. Ucnonb3yi IBYXATAIHYIO aBTOPU3AIMIO. JTO KOTJa TOMUMO MapoJisi HYy’KHO BBOJIUTH KO/,
NpuchblIaeMblii o SMS;

4. BeiOepu CIIOXKHBIN maposb. J{Js KaK10ro OYTOBOTO SITUKA TOJDKEH OBITh CBOM HAJICKHBIMH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;



5. Eciii ecTh BO3MOXHOCTh HaNKMCaTh CaMOMY CBOM JIMYHBIM BOITPOC, UCIIOJIb3YH ATy BO3MOKHOCTb;

6. Mcnonb3yil HECKOIBKO MOYTOBBIX SIIMKOB. [1epBblIii /1711 YaCTHOM MEPENUCKH C aJpecaTamMu,
KOTOPBIM ThI IOBEPSEIIL. DTO IEKTPOHHBIN aipeC HE HAJ0 UCII0JIb30BaTh IIPU PETUCTPALIUY HA
dbopyMmax u caifTax;

7. He oTkpbIBait (haiiibl U Ipyrue BIOKECHHS B TUChMaX, Ta)Ke €CJIM OHU MPHUIILUIA OT TBOUX JIPYy3€il.
Jlydie yTOYHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (ailisbl;

8. Ilocne okoHYaHus pabOTHI HA TTOYTOBOM CEPBHCE TIEPE]] 3aKPHITHEM BKIIAJIKU C CATOM HeE 3a0yab
Ha)kaTb Ha "Briitn".

Knﬁepﬁy.mmnr NJIX BUPTYAJbHOC U3/1€BATC/ILCTBO

KubepOynauHr - mpecienoBanne coOOMEHUSIMH, COACPKAITUMU OCKOPOJICHHUSI, arPEeCCHIO,
3aITyTUBaHKE; XYJIUTAHCTBO; COIIMATbHOE OOMKOTUPOBAHHE C IIOMOIIBIO Pa3IMYHBIX HHTEPHET-
CEpBHUCOB.

OcHoOBHBIE COBETHI 110 00pbOe ¢ KHOEePOYNJIMHIOM:

1. He Gpocaiicst B 60#i. JIydmmii crioco0: mOCOBETOBATHCS Kak ceOsi BECTH M, €CJIM HET TOTO, K KOMY
MOKHO 0OPaTUTHCS, TO BHAYAJIE YCIIOKOUTHCS. ECin ThI HAYHEIIh OTBEYaTh OCKOPOJICHUSIMH Ha
OCKOPOJICHUS, TO TOJBKO €I11e OOJIbIIe Pa30XIKeNb KOH(IIUKT;

2. Yrpagisii cBoel KubeppenyTraruei;

3. AHOHMMHOCTH B ceTd MHUMas1. CyIIEeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 33 aHOHUMHBIM
aKKayHTOM;

4. He crouT BecTH XyJIUTAaHCKHUKN 00pa3 BUPTyalbHOU *u3HH. IHTepHET (PUKCUpPYET BCE TBOU ACHCTBUSA
U COXpaHseT uX. Y JAIUTh X OyleT KpaiiHe 3aTpyJHUTEIbHO;

5. Cobmrosiaii CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuananbii HeratuB. OTHOPa30BbIE OCKOPOUTEIBHBIC COOOIICHMS JTyYIIe
UrHOpUpoBaTh. OOBIYHO arpeccHst MPEeKpaIlaeTcst Ha HauYaIbHOM CTa/Iny;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIIICHHUSIMH, B COIIMAILHBIX CETSIX €CTh
BO3MOYXHOCTh OJIOKUPOBKH OTIPABKH COOOILIECHHI € ONpeieIeHHBIX aIpeCcoB;

8. Ecnu TBI cBUneTens KuOepOyummHara. TBOM AEHCTBUS: BRICTYITUTH IPOTUB MPECIIEA0BATENs, TOKa3aTh
€My, UTO €ro JICHCTBUS OLICHUBAIOTCS HETaTUBHO, MOJEPKATh )KEPTBY, KOTOPOU HYKHa
IICUXOJIOTHYCCKAasA IIOMOIIB, COO6H_II/ITB B3pPOCJIBIM O (baKTe arpeCCUBHOIO MOBCACHUA B CCTH.

MoOniabHblN TejiepoH

CoBpemenHble cMapTHOHBI U TIAHIIETHI COACPkKAT B ce0e BIOJTHE B3POCIBIN (DYHKIIMOHAT, U TEIEPh
OHM MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMITbIOTEpamMu. OTHAKO, CPEACTB 3aLUThI IS
MOI00HBIX YCTPOMCTB MOKA OUeHb Masio. TecTUpOBaHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOAUT HE
TaKk MHTEHCUBHO, Kak aist [1K, To ke camoe kacaeTcss 1 MOOUITbHBIX MPUITOKCHHH.

CoBpemeHHbBIE MOOMIIBHBIE Opay3ephl y)Ke MPaAKTUUYECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacmmpenre GyHKIIMOHaIA BJICUET 32 COOOM OOJIBIIYIO CII0KHOCTh M MEHBIITYIO 3alIUIIIEHHOCTb.

Jlaneko He Bce IPOM3BOAUTEINN BBITYCKAaOT OOHOBJICHMS], 3aKPBIBAIOILINE KPUTHUECKUE YSI3BUMOCTH JUISI
CBOUX YCTPOUCTB.



OcHOBHBIE COBETHI /151 0€30MACHOCTH MOOMJIBHOTO TeJie(poHAa:

Huuero He siBrsieTcst mo-HacTosiemMy OecriaTHeIM. bynb ocTopokeH, Beb Koraa Tede mpeiararoT
OeCTuUIaTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAaKHE-TO TUIATHBIC YCIIYTH;

Jymaii, mpexzie ueM oTinpaButh SMS, ¢poto unu Buaeo. Thl TOUHO 3HACIb, II€ OHU OYAYT B KOHEUHOM
urore?

Heo6xoauMo 0OHOBISATE OMEpallMOHHYIO CUCTEMY TBOETO cCMapTQOHa;
Vcnionb3yit aHTUBUPYCHBIE POTPAMMBI JIs1 MOOMIIBHBIX TeJIe(hOHOB;

He 3arpy»xaii mpuiio)keHus OT HEU3BECTHOI'O UCTOYHHKA, BEIb OHM MOT'YT COJEPKaTh BPEJOHOCHOE
MporpaMMHOe 0OecTieueHue;

[Tocne Toro Kak ThI BBIMICUTH C CaiiTa, T BBOAWI JUYHYIO HH(OPMAITUIO, 3aiiIM B HACTPOHKH Opay3epa
U yaaiu cookies;

[Teproaudecku MpoBepsii, KaKKe IJIATHBIC YCITYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOif HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JIOASIM, KOTOPBIX ThI 3HACIIH U KOMY JI0BEpSCIIb;
Bluetooth momken ObITh BBIKITIOUEH, KOT/Ia THI UM HE MOJb3yenibes. He 3a0b1Baii HHOT1a MPOBEPSITH 3TO.
Online urpsi

CoBpeMEHHBIE OHJIAMH-UTPHI - ITO KPACOYHBIS, 3aXBATHIBAIOIINE PA3BICUCHUS, 00BETUHSIONINE COTHU
TBICSIY YEJIOBEK MO BceMy MUpY. Urpoku UCCIeyIOT JaHHbIM UM MUD, OOLIAIOTCS APYT C IPYTOM,
BBITIOJHSIOT 33JJaHUsl, CPAXKAIOTCS C MOHCTPaMH U MOJIY4alOT ONBIT. 32 yI0BOJBCTBUE OHHU ILJIATST:
MOKYTAIOT JUCK, OTIAYMBAIOT a00OHEMEHT WJIH MPHOOPETAIOT KAKUE-TO OIIIUH.

Bce atu cpesicTBa uayT Ha MOAIEPKAHUE U PA3BUTHE UTPHI, @ TAKXKE HA caMy 0€30MacHOCTb:
COBCPUICHCTBYIOTCA CUCTCMbI aBTOPHU3AallUH, BBIITYCKAOTCSA HOBBIC MMATYU (I_II/I(prBBIe 3allJIaTKu 1J1d
IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo6HbBIX Urpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPa)kh TBOETO MapoJis,
Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPU3AIMK OOJIbIIMHCTBA UTD.

OcHOBHbBIE COBETHI IO 0€30IACHOCTH TBOEr0 HTPOBOI'0 aKKayHTa:

1. Ecu npyro#t urpok BeaeT cels MI0X0 WK CO3/1aeT TeOe HEMPHUITHOCTH, 3a0JIOKUPYH €T0 B CITUCKE
UTPOKOB;

2. [Toxanyiics aAMUHHCTpATOPaM UrPbl Ha IJI0OXO€ MMOBEACHHUE ITOTO UTPOKA, JKEIaTeIbHO MPUIOKHUTD
KaKHe-TO JI0KAa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3wiBait inunyto nHpopManuo B mpodaiisie urpsl;
4. YBaxail Ipyrux y4acTHUKOB I10 UTDE;

5. He ycranaBnuBaii Heo(puIaibHbIC TTATYU U MO/IBI;

6. Mcnonb3yi co>XKHBIE U pa3HbIE MAPOIIH;

7. Jlaxxe BO BpeMsl UTPBI HE CTOUT OTKIIIOYaTh aHTUBUPYC. [l0Ka ThI Urpaelib, TBOH KOMIBIOTEP MOTYT
3apa3uTh.



@OUIIMHT WA Kpaika JUYHBbIX JAHHBIX

OObIuHOM Kpaskel IeHeTr ¥ IOKYMEHTOB CETrOJHS YK€ HUKOTO HE YAMBHIIb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTHH 3JI0YMBIIIJICHHUKH IEPEMECTHIINCh B MHTEPHET, U MTPOJIOJDKAIOT 3aHUMAThCS "TI0OUMBIM"
JIEJIOM.

Tak nosiBuiIach HOBas yrpo3sa: HHTCPpHCT-MOILICHHNYCCTBA U (1)I/IH_II/IHF, TJIaBHaA 1EJIb KOTOPOTO
COCTOMT B IMOJTYYCHHU U KOHq)I/I,Z[GHI_[I/IaHBHBIX JaHHBIX MOJIL30BAaTENICH - TOTUHOB U Haponei/'l. Ha
AHTIIMUCKOM s13bIKe phishing ynTaercs kak ¢umuar (0T fishing - peiOHast 10Bs, password - Tapos).

OcHoBHBIE cOBeThI 10 0opble ¢ GUIIMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI MO103peBacIiib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKHPOBAThH €€ U COOOIIUTEH aAMUHUCTpATOpPaM pecypca 00 3TOM Kak MOYKHO CKOpEe;

2. Ucnonb3yii 6e30macHbie BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3uHoOB U MMOMCKOBBIX CHCTEM;

3. Hcnionb3yit cnoxHbIe U pa3Hble mapoiu. Takum oOpa3om, ecinu TeOst B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH MOJTy4aT AOCTYI TOJIBKO K OJHOMY TBOEMY NPO(DUIIO B CETH, & HE KO BCEM;

4. Ecnu Te6s1 B3710MalH, TO HEOOXOAMMO IPEIYIPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE 100aBIIEHBI Y
T€0s B IPY3bsiX, O TOM, UTO T€OS B3JIOMAJIHU 1, BO3MOKHO, OT TBOETO UMEHU OYAET pacchuiaThbCs CliaM U
CCBUIKM Ha (PUIIIMHTOBbIE CAUTBHI;

5. Ycranou HazexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIIIOYM cOXpaHEHUe maposis B Opaysepe;

7. He oTkpbIBaii (haitnbl U Apyrue BIOKEHHUS B MTUCbMaX, AK€ €CJIM OHH MPUIIUIA OT TBOUX JIPY3EH.
Jlydie yTOYHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (ailibl.

u¢pposast penyranus

[udposas pemyTarus - 3T0 HEraTUBHAS WU TTO3UTUBHASI HHPOPMAIIHS B CETH O TeOe.
Komnpomerupyroimas nHpopmaius, pa3MelieHHas B UHTEpHETE, MOXKET Cepbe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOM ku3Hu. "Ludposas pemyranus" - 3T0 TBOM UMUK, KOTOPBIN
dhopmupyetcs n3 nHGOPMAIHK O TeOe B UHTEPHETE.

TBOE MecTO KUTEIBCTBA, y4eObl, TBOE (PMHAHCOBOE TTOJI0KEHUE, OCOOCHHOCTH XapaKTepa U paccKasbl O
6HI/I3KI/IX - BCC€ O3TO HAKaIlJIMBAacTCs B CECTH.

MHorue nopoCTKH JETKOMBICIIEHHO OTHOCATCS K MyOJIUKAIMK JTHUHONW HHpOopManuu B IHTepHeTe, He
MOHKMMAs BO3MOXKHBIX TociecTBUA. ThI Jake He CMOKEIb A0TraaThes 0 TOM, 4To (hoTorpadus,
pasMeleHHas 5 JeT Ha3ald, cTaja MPUYMHON 0TKa3a IPUHATH Te0s Ha paboTy.

KommenTapuu, pazmernieHue TBouxX ¢ororpaduit 1 qpyrue 1eHCTBUS MOTYT HE UCUE3HYTh Jake MOCIIe
TOT'0, KaK Thl UX yJaJIUIIb. THl HE 3HaCIIb, KTO COXPAaHWI 3Ty HH(OpPMAIIHIO, [TOT1ajia JIU OHA B
MIOMCKOBBIE CHCTEMBI M COXpaHMJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Tebe OKpY’KaIoIIHe JIIOIH,
KOTOpBbIE HAWAYT U YBUIAT 3T0. HailTu MHpOpMALIUIO MHOTO JIET CITYCTSl CMOXKET JII000H - Kak U3
TOOPBIX MOOYKISHH, TaK U C HAMEPEHUEM MIPUUYUHHUTD Bpel. DTO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3a1uTe HM(POBOIi penyTanuu:
1. IToxymaii, mpex e yem 4yTo-To MyOJUKOBaTh M MepeaaBaTh y cedsi B 6J10Te WK B COIMATIBLHOM CETH,

2. B HacTpoiikax nmpoduis yCTaHOBU OTpPaHUUYEHHUS HA POCMOTP TBOETO MPOMIIISI 1 €T0 COAEPIKUMOTO,
caenai ero Toabko "y apysen'’;



3. He pa3smemaii u He yka3biBail HH(GOPMAIIHIO, KOTOPas MOXKET KOTO-JIMO0 OCKOPOIATH UM OOMKaTh.
ABTOpCKOE NpaBo

CoBpeMeHHbIE MIKOIbHUKY - aKTUBHBIE TOJIb30BaTeNd U poBoro npoctpanctsa. OHAKO AaleKo He
BCE 3HAIOT, YTO MOJIH30BaHUE MHOTUMH BO3MOXHOCTAMU IIU(POBOro Mupa TpeOyeT coOIt0eHHs TpaB
Ha MHTEIJJIEKTYalbHYyI0 COOCTBEHHOCTb.

Tepmun "uHTENNEKTYabHASI COOCTBEHHOCTD" OTHOCHUTCS K PA3IMYHBIM TBOPEHHUSM YEJIOBEUECKOTO yMa,
Ha4YMHAsI ¢ HOBBIX M300pPETEHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTamMu, pororpadusiMu, KHHOPHUIBEMAaMH U MY3bIKQTbHBIMH TPOU3BEICHUSMHU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha MHTEJICKTYAIbHYIO COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKH,
JUTEPaTyphl U UCKyCCTBA. ABTOPCKHE MPaBa BHICTYNAOT B KAYECTBE FapaHTUU TOIO, YTO
MHTEJUICKTYaJIbHBIH/TBOPUECKUH TPy aBTOpa HE OYyAET HAlpacHbBIM, JacT €My CIpaBEIINBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ysabTaTax CBOETO TPYAa, MOJIY4YUTh U3BECTHOCTb U Mpu3HaHue. Hukro
0e3 pa3pelIeHns] aBTOPA HE MOXKET BOCIIPOM3BOIUTH €0 IPOU3BEAECHUE, PACIIPOCTPAHATD, TyOJINYHO
JI€MOHCTPHPOBATH, IIPOJIaBaTh, UMIIOPTUPOBATH, TyCKATh B IPOKAT, yOJINYHO HCIIOJIHATH,
MOKa3bIBaTh/UCTIONHATE B 3(upe win pasmemiats B lHTepHere.

Hcnonb3oBanue "mUpaTCKOro" MporpaMMHOIO 00ecriedeHusl MOXKET IPUBECTH K MHOTUM PUCKaM: OT
MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO YCTPOWCTBA, I/I€ yCTAaHOBJIEHA HellerajabHasl
nporpamma. He cTouT Takske 3a0bIBaTh, 4TO CYLIECTBYIOT JIETalbHbIE U OECIIATHBIE IPOTPAMMBI,
KOTOPBIE MOKHO HAWTH B CETH.

O nopraJie

CeteBHuOK.p¢ - TBOM INIaBHBIN COBETYHK B CETH. 371€Ch Thl MOXEIIb Y3HATh O OE30MIACHOCTH B CETH
MOHATHBIM M JTIOCTYITHBIM SI3bIKOM, @ MIPH BOSHUKHOBEHUU KPUTUYECKON CUTYyaIllul 0OpaTUTHCS 32
COBETOM. A Tak)Ke MPUHATH yUYaCTHE B KOHKYpPCAX U CTaTh CAMBIM LIM(PPOBBIM IPaXKIaHUHOM !



